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(54) COPYRIGHT PROTECTION SYSTEM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide a copyright 
protection system with reduced process loads of 
terminals and less expensive communication costs, 
which can distribute and transfer copyrighted data 
legally and also makes distributors easy to manage the 
copyright owners. 

SOLUTION: The copyright protection system has a 
sever 101 allocated for each terminal, which consists of 
an encode key memory 104 that stores a key to encode 
copyrighted data and an encoded contents generator 
106 that generates the encoded copyrighted data by 
encoding the copyrighted data with the encode key. The 
protection system also has a terminal 102 that consists 
of an encoded content data memory 1 1 2 to store the 
encoded copyrighted data received from the server 101 
through the communication, a decode key memory 113 
to store a decode key for decoding the encoded 
copyrighted data and restoring the original copyrighted 
data, and a copyrighted data restoration means 1 1 1 that 
restores using the decode key the original copyrighted data in a state of data that can be not to 
be transferred to the other devices. 
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[»#* 1 ] j&m&itimmmzm 9 %x *>*x. mvm 
ftif-^wtfttspf^atBiitsii 1 Et§^ 

iciotgfi^ tt>c net ^ffcigft^tfts^-- * *e« 
♦ifi&sr-* &&7ct s*5£*«:Ettrt- zm 3 en^s 

♦ — * «ri&E«5c«r<N O^^or^Jigx-Tc^^ 10 

sat. ^^sct^^jsti-s^mtftgi^^ 

««i s »e:<ti*e)itTE«*ix*JK4E«*St. 1512 
ii««*Kad^OB5E^ofitegS:gJtfcBg|cMEfife 

•snfc^fWiftai^-* ^ffirEii«3g*stt^gf^r-r 
[it *«3] jgijBWfati, iiftag5fesi®^gf^-r 

[r««4] Bi^w^a^ mmm^mmamif-r 30 

^{fcSffttftS^;-* tratft U &4Ett3«ttBtt 
ftaiOEJEL S5E«®7ciiit5g*S®tc^2Eit^a 
2S«i-* C t fc f 2 3 fS^o 

«\ StjfST^u- K£;ft,fc^^— *£^f^£^ 

t LtE^t *jg 5 s«^a«r*«i-* c t £r4tm 

t"*-5W*« 1 *»&R *S4 wf iL36»|CEftO*ffti«: 
-^tL-C«5Ett*a«c:EiW«Ci:fc»«ti-*H so 
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*js 1 a*fe»*K4 v^-rtti^wEftosf^i^si^T 1 

[fff^S7] S*«l^b5f*«6v^ix^^cE«co 

[0001] 

mas^gfciMT bfc d , f&oiift s^a-^srt-* 
[0002] 

fit. AH^ittX^trXfefcilXftMb-CftS. rixb 
[0 0 0 3J U*»U Ml^tttfta^^^V-T^ge 

[0 0 0 4] CO*3fc«*<D*T\ 
O^mi^S^&fi. *— fc. 1-1 4 4 3 8 

friz? ls?jU&&1&tzlttz V-tZZb -C^jES^Sraiih 
[0 0 0 5] ^Utr, #^5p7- 9 9 4 9 7#^^iC§| 

[0 0 0 6] R^JSD^KTV^eilTtt. Pt#fc 

$ tit v > ^ PfHWb»*wbfl <Dm&mmi%3^m.m x 

[0 0 0 7] 

[0008] ztz. mm&ekmztitzw&Lzm^xx& 
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[0009] ■£ fc, JB=o*fBi»8l*jfe-ett % E*^> 
ftv^o-C. »5^B©*BIiWMs*#< % aftftt>K< 
[0010] ^mtifrfczmzm^xtzzthizittox' 

[0 0 11] 

[SSBSrS?*i-3*:tf>0^] ^^oimi^gi/^ 
- * 5 **fls«*ria«rt-5 JB 1 E«*ft b > 20 

« SixfcttEit^ft^fHlRB^-^ fcEltt-** 2 E 
2 Ett^BKcEBSix^iif -S^VmtftB^— * £riiuf2 

[0 0 12] ii«iS*SBIB"e. V so 

{tm&mT-f&mm&mzfrfa^ o tzaat-t-z z. b 

[0 0 13] **WO*mt«B^7 fc Af4 % JbEflMt 
R:**vvc, BffN^B*'l(f»c£90H!rL 

fcwsK&BT*-**^ ffirEiift^*^B<^@^r»s 
*5f^B*^ oMEi5«j<ofegs:g »t tcmzmzvm $ 

KfcBFfMMUB?*--* frttE9»«3i^B^9f«[i~« 
fc<rm&9B«^BOB*««bmftttTtlEff4- *o 
E1tWcEfrt-«llllll«P?S2: % 

[0014] z.*mmz.ttitt* wtmsmr—ftK 

[0 0 15] *%^OfmtSI^7AH, ±HI« 
SMTU roS«x-^Oigft«5l^B-«IE«, Bt«- so 



fe*f^«B^-^ ^0f«"*t«:8uEE*3fexi«*5fe3SB 
[0 0 16] r4>4ftj£fcj:*uf, ^Sr^LT*fP« 

[0017] **«©3ffHi««i/^^Ari. ±E«^g 
fc*v^T, Riinmtt. aflra^B^Bf^rrsv 

^ft*«»^-*«raSttU *4Ett¥«KcE1ft£ft 

l^lt> «rEtfaH5cil««*KfiJc:JK2E«^afcE 
BSttfcWhWaffHiftB^-^ feM»i-«»*«r536« 

[0 0 18] ro#fj£lc<fc;ft,tf. ^fc^U"C*f«i 

SSB^EitSixfcBP^ftafmifi&B^-^tr, bihuc 
[0 0 19] *««<0*f«i«B^^^Att, JiE#j£ 
♦MRBt* — * v *Tftsj5S $ ftfcWBT* — * 

ttE*tS*5El¥St*ft8«*«r85. 
[0020] coffjftlcJiiuf* iim**gg-c-^-x< 

[0021] *3Bwo*mi«B^^Ar±, ±EHij£ 

W3wc\ JB2MfP«H± % aaflMsRBB-CfpjftSft 

LXm 5 E«¥ftlcE1ir««IA»S6. 
[00 2 2] roSjSlrituf. iiANtskttB-cmSL 
fcSfa^-^S:, 3ffHI«B^-^ i L-C*- ^<lcE« 

[0 0 2 3] ±Elr^^i:PI 

[0024] ^(ommz£ihtf % »Bl«SK^-*5v^r, 

[0 0 2 5] 

[oo26] mm* *&m<D^m<Dmm\z&z>Mrm 
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[ o o 2 7 j -<d®i ic^-#-*fwt«si ^ * i o o 
ft, *-s< i o i t^Mmm i o 2 zmzLTm&zttx 
<^s 0 mu o i ft, mfEm&mf 

[0 0 2 8] 0 211, •F&mm'tZi><D 

[002 9] loitt, SffWftS^-^EIS^ 

ft l 0 3 t, KIBIfBl 04i, BMfflHft 

*E«^a lost; fft-^-fb ^*r^y ±&^Sl 10 6 

nm^fti 07t, mm o 8 ****.t»« 

[0030] 102tt, iSft^ft 1 0 9 ©J 

»^fti i o mim&mr-fm&^gti 1 i 
[oo3i] vfNMB^— ^ea^s 103ft, ^ 20 

[0032] 31^3- KSEtHMR 10 4ft, Efi^ft 

vswtm «t^SH^-*»cE«T*t>©-c 
[oo33] Br^rttif «ett#A 105^, mtfwam 

^«:Bf^ri"5«5fe3SB 1 0 20 I D&tf-tOgp&S 
[0034] P£-5§-<b=r yryy^g 1 0 6 ft, e« 30 

[0035] f&J^ft 107ft, RWMMtE* W 1 

0 5ICE«S*tfc««4:«5fe36Kl O 2 **tfc 

5***rWW-j-««», 1. 0 1 ©£#*SJ»-r 

[0036] iiff^ft 1 0 8, 1 0 9ft, if— 101 
2tt«8*Satl 0 2^0r-^ilSil^3 totfc 40 

[0 0 3 7] ©J®^ftl 1 Oft, SSff^ftl 0 9^1 

[0 0 3 8] ©fft^^fy^MEfi^gl 1 2ft, 

'<i o 1 A^amufcBt^ftsfMnsa^-^tE 

[0 03 9] 7*3- KKE1I¥S 1 1 3 ft; Ett^ft 1 

1 2^Eti$ia^#-ft:^f«t«S7 f -^^S7ci-5^ so 



2002-73420 



(«5c«) SrEttrt-s 

[004 0] *fW«fiM^-*?f3i*S 111ft, Ett 
#ftl 1 2lcE«Sixfc*«^k*fWt«aif f -^«r. E 
it^ftl 1 3 {zmfeZth-t'&TvmX'&Tt'TZ ^t\Z£o 

XK<om{m&mT-fiz&±^zi><Dxhw 
[0041] ^<dxo tzm&<omiim&mi'*y L A<DW} 

[0042] io2iao 

0 1 ^&KAi-d»fronffc:Rnr«. 
[0043] *i\ *A4im^-*oE*«rx^« 
^—if&f&mmmi o 2 s<i o l^r^-t^u 

x-ft, swfsi o 7t^v>r, ^mt^s^-^o® 
as £ , c ©kaso 5 7"- * m^jci&ms&s 102 

rofg^zi-e^ Kft, iiff 3^ft I0 8l:j;o Xt&jfcg.W 

1 0 2-3^f$4^<5 0 

[0044] *;<Dj§^ = -e> KSriiW^S 1 0 9 

Lfc^ti o 2m h'lzfoctcftm^ 

ill 0 c^^J^ifc «fc o Ti^fef^ * ^ W ±|S 
[0045] - - -e, a— 1F 1 0 2 K*5V* 

*as*o»*ai 1 oontpiwj:orais¥fti o 

9 ^lTt-/< 1 0 l ^SI«*ixS. 
[0 0 4 6] ^rOA^^-^Sril^ftl 0 8t*tt 
SMTLfc*— ✓<! 0 ITU «IW#ftl 0 7<oum^ 

So 

[0047] ::t% ^coa^j^-^ £ft#R*s 1 o« 

J:#£-r*^ft, ®J®^ftl 0 7 0W:i:oTM 
ttflTttEtt^ft 1 0 5 fc, »A5c$85fc^B 1 0 2 *s^A 

«#St»4r«A5cfla3KS« 10 2 UTgf^T-r-S C 

^^KAtc^^BI 0 2OI D25:^A^fP*l 

[0 0 4 8] roESt, ©J^ftl 0 7^e>5t^-fk^ 

6TU EBfSi 0 3l:E»Sttfc6SSi:»et5 
^♦tftST 5 — EiS^ft 1 0 4 JcEm^ixfcfff-g- 

[0049] M»¥ai0 7oaw:J:o 

x^fcwvm&mT—*<nyv^x2- v^n?^ 

t>K ilfi^fti o 8^ttSg*gai 0 2^iijai$it 
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[0050] z<D&toztitzm7F&mm^& 109^ 
Lxsmufc^^iii 0 2 m mm^&i 1 o<om 

2KEtt$i'L£o 

[0 05 1 ] t<oBm^titz^{tmrm^m7 f -^ 

r-^MfSl 1 lie J: or. Ett?Sl 1 3 (CIS® 

«&ax-*a*s&£;h,So . . 10 

[0052] ftf:, y^lHQKBi 0 2iz£^xm 

[0053] ^—fttffi^mW 102 K:fc^T. ^OS 
TKU7«:X*t«. W^l 1 0<D^J 

»aot, lasjt^ittfm^;*— >ur K^^ait^ 

tl0 9^ltf-^10 1^{|$ii5 o 

[0054] ^OE^/T&t;t^^ — >UT Srifi 
ft^a 108^ LTgfi Ufc*— ✓< 10 1 r-li, 20 
^ai 0 7<Dffimz.£<*X* ^Ol^>-;U7 Kl/^O 

tfif— 10 1 <n&&* —AST K »<r K U 

[0 0 5 5] rcr>m^^-/W?rgmUfcE^5fe^*^S 
0 l^T^-fc^j&sfTfei'LS*:* if— ^1 0 

[005 6] r coft^lOS CtiXJj SriMjjfca.— if #H 30 
Ir-fZb, ✓<! 0 im B»¥ftl 0 7 0>jR<frM 

[0 0 5 7] r<DS*, 3EL»hB, »J§P^ai0 7<D 

^ai 0 3fcE«*lifcaKiHM«H^-^9i»*ft; 

Bffft3>r^4«fgi 0 6\Zftt>t\,Z> 0 
[0 0 5 8] ^oji^jc^ CTfft#fb^ ^y-^y£s8& 
ai 0 6T»*fcf fHtfti^^SrtSiiSi, « 40 

[005 9] a— If jstUOHE 1 0 2 Lfc 
[00 6 0] a- ifrt^g^H 1 0 2 ICfcl^C. 



T Kl^tA**-*. COA^Jt, ^ftl 1 0 4>M 

SI 0 9 «M,"C+— ✓< 1 0 1~>iS«$*lS. 
[0 06 1] *©»ft«*£t«r?-*-- /UT Kl/^tl 
1 0 8 Sr^LTSff Lfcif-'< 1 0 1 -CIS, ffift 

IMttftttjEKB'^ 9>^AfcflsjS3*tfc^j*!7~ Kit 
Ei 0 2^&«miftK7 f -^^Stt&ttaBon:^ 

[0 0 6 2] roff^ -;^Sf| LfcE*jfc«*£« 
j&»5*— '<i 0 1— T*±x&ftt>tiZb* -9-—*<l 0 
1 ^&tt9M5lcHl3tcttBoC?-^— A^7 Kw*Jttf/<* 
17- K«rA*"f«JS*^ig«SiL5 0 

[0 0 6 3] ^©^iciSUfcAAtE***— 9WJt 

fT-f * t v if— 101 -era, sasn^a 107 osa^m 

K*5ELV^a»5a*ag-fr4fl*S*t«. 

[0 0 6 4] iOgft, jELttfiK. ftffl^Sl 0 7<D 

^a 1 0 3 ^Ett$^asE«fm«B^-^o«9A: 

^^^^r^M^gi 0 6fc^?fc>ixa 0 

[0 0 6 5] -^<0^{Ci6CTB&#ft3^^^^ 

■ loet^mfl^^-^auiiMfc, ft] 
^1 0 7©HW:J:oT, Bg^ft^fftiftSIx— ^ 

«r^*>n- Ki-^fli^aflr^Ai os^utsb 

[0 06 6] f^lC, gf*«H»«Ett^a 1 0 5 KEtt 

{tmfm&mf-* ^>^««Ee^a 1 

1 2 *»&MRf KAtcS^BI 0 2-^£{f 

[0 0 6 7] HA^^l 1 0 2T-Ii. Mflfftl 0 

7a>m»fs^\zi£Ktifflmz.£<*x % E«#ai 1 2\z. 

[006 8] ftl:, 3— 1f^*3|cSB 102 K#:#Ufc 

[006 9] 3.— if I±$ft3fc3g© 102 |rj3V*T* 

^^^yflittEit^ai 1 2«cE»snfc«p#fls*ff 

♦l^f-^ erf fHl^gf-^M^ 1 1 1 X'Wtt 

[0070] ^lt. a ftT-*&mrm&&'rzt%?F 

<tot, iffr-^i^O}i/T t^t-^ 1 0 1^2! 

«^ix^ 0 if-^i o lxn. mmstaxmvscit 
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o 3 triads ttTt^-^ii, e»»jc*mis«s^5 
[00 72] r©i 5 Jc, HiS<o^8go^f^t«siix^ 

fAioo \z xtttz, -v—s< ion:, ^^mmu\zw\ 

T?*ft*«»y-- * tr**ftrT <S ^ £ fc £ o T#*fHF 

[0 0 7 3] ^*gfl0 2^ t-^10U 

Oiiff \z X o TSfl £ tifc^^fEttfta^— * £ C 

-K«Ett*Jftl 13^ Rff«^ft4tftS7 f --**tt 
*iz&7z?zm{m$mT-*ft±^fk 1 l i fcfrfl*. 
[0 0 7 4] m^J:or, ^3)^eHX\ SfBtfHl 

[0 0 75] £fc, if- ion:, 102^ 

o 7o^tci:oT, zvtemistitimfm&mT 

Sr£§5K£@ i o 2 tfjfprr* r t 5:$g3fc3£B 10 2 30 

<d i D^»«ft*tr3f*«««E*^a: i o 5 KB**- 

[0 0 7 6] C*U:<fcoT, VfmfitKTWtrB^ 

[0 0 7 7] 17— 101^ ^JSP^S 1071: 

1 0 2^e>E^3fe7 K^lrgflL, rogfs 
T KU^O^^S^n^17- K«:2H» Ufc« % i£tf L 40 

Bf#«««E«*ai 0 5lcEtt$itfc*fE*»a 
[0 0 7 8] r*U;U:oT. ^w<i o 1 &fn,xmtt 

is^a^-* zftoz.t x\ $g§*gauca* 

[00 79] &tz. f— 1 0 1 & % 1071Z 
<toT. ^£11 0 2^t5if^l«Sr-^l: 



mm Lit km 

Bf**«r»tt5fe«5RSS«KiKJEL. {^ra&s^Sl 0 
2l:^3y7y7itiEi¥^l l 2 lcE« 

[0 0 8 0] rttldioT, ✓<! o lfc^txfff 

b&XZZ. *£tz& 

[008 1] i£5j3gg 1 0 2 |i x Mff^a 110 

ffrS £ ti tzM&r— ? & % -^-^1 0 l l:7«77 p n- K 

tfHi^ar-^i ur^mt«a^-^E«^ai o 

[0 0 8 2] -*U:£oT, e*SBl0 2-Cfwq 

o i^b^^>'D^KLy L c^f^i^S7 f --^^v^f^ 

0 1 Icl2it5 w i rt*"C# £ 0 

[008 3] i»33£S 1 0 2 li, «J9P^& 1 1 0 

(ommzx^x^ s^ti o 2xttf&ztitzm%iT 

— ?$:y-—s< i o l l:r^/D-KU 1J— >^1 o l 

t Lr^mtftaT*— ^E«^a 103 i^Eigi-5 ^ 5 

[0 0 8 4] rtUwioT. ^*^«1 0 2X'^Ufc 

Sfm^-^ mrEm&mzr-* t vx^-y< ion: 

Eig-rsrt^T-tSo 

[0 0 8 5] 

Bf***:**«c»3at" 5 ti*X£ Z 0 

[@ 1 ] *^^oniso^^5^ : f«i^av'^^ a 

[^ogawi 
10 1 -9-— 
1 0 2 ^*^s 

1 0 3 mrm&mir- * Eit^a 

1 0 4 *ya-KiBII¥8 
1 0 5 9ffiT4tffifftEtt^& 

10 6 Pt-^-fb^v^^^^a 
107, 110 wm^mi 
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